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Name, first name:

Matriculation number:

GENERAL GUIDELINES AND INFORMATION

1. Start this exam only after the instructor has announced that the examination can begin. Please
have a picture ID handy for inspection.

2. You have 60 minutes and there are 60 points. Use the number of points as guidance on how much
time to spend on a question.

3. For multiple choice questions, you get the indicated number of points if your answer is correct,
and zero points otherwise (i.e., no negative points for incorrect answers).

4. You should write your answers directly on the test. Use a ballpoint pen or similar, do not use a
pencil. Use the space provided (if you need more space your answer is probably too long). Do not
provide multiple solutions to a question.

5. Be sure to provide your name. Do this first so that you do not forget! If you must add extra
pages, write your name on each page.

6. Clarity of presentation is essential and influences the grade. Please write or print legibly. State all
assumptions that you make in addition to those stated as part of a question.

7. Your answers can be given either in English or in German.

8. With your signature below you certify that you read the instructions, that you answered the
questions on your own, that you turn in your solution, and that there were no environmental or
other factors that disturbed you during the exam or that diminished your performance.

Signature:

To be filled out by the correctors:
Part Points Score
1 4
2 10
3 11
4 13
5 14
6 8
Total 60

1



Part 1 [4 points]

1. Which of the following statements is true? (Only one statement is true.)
Ü

In operational semantics, a program is blocked if the program reaches an if state-
ment.

Ü

In operational semantics, a program is divergent if the evaluation sequence is infinite.
Ü

In operational semantics, axioms and rules specify the inputs a program is executed
with.

Ü

In operational semantics, the evaluation sequence is always bounded by the number
of statements in the program.

Ü

In operational semantics, every transition increases the number of entries in the store.

2. Which of the following statements is true? (Only one statement is true.)
Ü

Feedback-directed random testing incrementally builds test cases while avoiding illegal
and redundant method sequences.

Ü

Feedback-directed random testing provides feedback to developers about the effec-
tiveness of manually written tests.

Ü

Feedback-directed random testing relies on developers to provide feedback about the
usefulness of generated tests.

Ü

Feedback-directed random testing systematically exercises all paths through a pro-
gram.

Ü

Feedback-directed random testing reduces a given program to facilitate debugging an
already known crash.

3. Which of the following statements is true? (Only one statement is true.)
Ü

A backward data flow analysis starts at the entry node of a control flow graph.
Ü

The domain of a backward data flow analysis is the empty set.
Ü

A forward data flow analysis starts at the entry node of a control flow graph.
Ü

The domain of a forward data flow analysis is the empty set.
Ü

The meet operator of a data flow analysis describes the initial state of the analysis.

4. Which of the following statements is true? (Only one statement is true.)
Ü

Symbolic execution tries to exercise all paths through a program dependency graph.
Ü

Symbolic execution tries to exercise all paths through an execution tree.
Ü

Symbolic execution tries to exercise all paths through a tree of interleavings.
Ü

Symbolic execution tries to exercise all paths through a call graph.
Ü

Symbolic execution tries to exercise all paths through an abstract syntax tree.
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Part 2 [10 points]

Consider the following SIMP program:

while !b-2 < 5 do (if !a != 7 then b := !b+2 else skip)

1. Give the semantics of the program as a sequence of transitions of the abstract machine for
SIMP that was introduced in the lecture. For your reference, the appendix provides the
transition rules (copied from Fernandez’ book).
You only have to give the first eight transitions, as well as the final configuration of the
abstract machine. Use the following template to present your solution. We provide two lines
for each configuration. The template starts with the initial configuration.

You may use the following abbreviations:

Abbreviation Meaning

B if !a != 7 then b := !b+2 else skip

C !b-2 < 5

s ta ÞÑ 4, b ÞÑ 4u

xwhile !b-2 < 5 do (if !a != 7 then b := !b+2 else skip) ˝ nil, nil, ta ÞÑ 4, b ÞÑ 4uy

Ñ

Ñ

Ñ

Ñ

Ñ

Ñ
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Ñ

Ñ

Ñ˚ x , , y

2. Does the program terminate successfully?

Ü

Yes.
Ü

No.
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Part 3 [11 points]

Consider the following Java program:

1 class CallGraph {

2 static class Main {

3 public static void main(String[] args) {

4 A x;

5 if (args.length == 2)

6 x = new A();

7 else

8 x = new B();

9 B y = new B();

10 x = y;

11 if (x.foo() == 0) {

12 x.bar();

13 }

14 }

15 }

16

17 static class A {

18 int foo() {

19 return 5;

20 }

21

22 void bar() {

23 }

24 }

25

26 static class B extends A {

27 int foo() {

28 return 3;

29 }

30

31 void bar () {

32 }

33 }

34

35 static class C extends A {

36 int foo() {

37 return 7;

38 }

39 }

40 }

1. Use the “Rapid Type Analysis” (RTA) approach to compute a call graph of the program. Use
the following template to give your solution.

Main.main A.foo

A.bar

B.foo

B.bar

C.foo
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2. Explain why there is or why there is not (depending on your solution above) an edge between
Main.main and C.foo.

3. Now suppose we use “Declared-Type Analysis” (DTA) to compute the call graph.

• Provide the type propagation graph computed by the analysis, including the type(s)
associated with each node.

• Does DTA change the call graph compared to the graph computed with RTA? If it
changes, explain how and why; otherwise, explain why not.

4. Give an ideal call graph for the above program, where “ideal” means that it contains exactly
those edges that may occur in an execution of the program. Use the following template to
provide your solution.

Main.main A.foo

A.bar

B.foo

B.bar

C.foo

5. Explain why there is or why there is not (depending on your solution above) an edge between
Main.main and B.bar.
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Part 4 [13 points]

Suppose we generate inputs for the following piece of code using the AFL fuzzer (note: A, B, etc.
denote individual statements, whose details are irrelevant):

1 A

2 if (someCondition) {

3 B

4 while (someOtherCondition) {

5 C

6 D

7 }

8 E

9 } else {

10 F

11 }

1. Draw a control flow graph of the code, where nodes are basic blocks. Your graph should have
entry and exit nodes.
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2. Assume AFL has already generated five inputs, which trigger executions that cover the
following lines:

Input Covered lines Coverage as measured by AFL

Input 1 1, 2, 3, 4, 8

Input 2 1, 2, 3, 4, 5, 6, 4, 8

Input 3 1, 2, 3, 4, 5, 6, 4, 5, 6, 4, 8

Input 4 1, 2, 3, 4, 5, 6, 4, 5, 6, 4, 5, 6, 4, 8

Input 5 1, 2, 10

Indicate which coverage information AFL tracks for these inputs by providing the covered
edges. Use the last column of the table to provide your answers and provide a short
explanation of your notation below. (Here and in the following question, assume that the
“edge hit count” refinement discussed in the lecture is not considered, but only whether
edges are covered or not.)

Explanation of notation:

3. Which of the inputs will be retained for further mutation? Explain your answer.

4. Suppose that one of the inputs to mutate is the following (represented as a sequence of bits):
1011 0001 1001 1011 1111 0011 0110 0001

Show two mutations that AFL might create and explain how they are created.

• Mutation 1:

• Mutation 2:
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Part 5 [14 points]

Consider the following JavaScript code:

1 function profileMe(foo) {

2 var bar = foo;

3 if (bar > 0) {

4 if (bar == 12) {

5 console.log("just");

6 } else {

7 console.log("some");

8 }

9 } else {

10 console.log("strings");

11 }

12 return bar;

13 }

The following applies Ball-Larus path profiling.

1. Give the control flow graph of the function. Abbreviate statements with their line number.

2. Compute for each node in the graph the NumPaths, and assign to each edge in the graph
an integer, so that the sum of integers along a path yields a unique number for each path.
Follow the Ball-Larus algorithm presented in the lecture. Use the following table for
NumPaths. Provide the integers of edges by adding them to the above control flow graph.

Node n NumPathspnq
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3. The second step of the Ball-Larus algorithm assigns addition operations to edges of the
control flow graph. To determine where to add addition operations, suppose the function is
called as follows:

1 f(0);

2 f(-1);

3 f(-2);

4 f(7);

5 f(14);

Based on these calls, provide the edge profile by reproducing the control flow graph while
indicating how often each edge has been executed:

4. In this graph, show a spanning tree that maximizes the overall cost of edges that are part of
the spanning tree. Based on the spanning tree, indicate the edges at which to perform
addition operations. The overall goal is to minimize the number of addition operations for
the given edge profile.

(a) Reproduce the graph and indicate where to perform the addition operations by adding
the operations to the respective edges:
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(b) Based on the above solution, provide the path encodings in the following table:

Path Encoding
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Part 6 [8 points]

Consider the following Java class:

1 class TestMe {

2 int[] arr = { 0, 1, 2, 3 };

3 int index = 1;

4

5 void m1() {

6 synchronized (this) {

7 index = index + 3;

8 index = index - 2;

9 }

10 }

11

12 int m2() {

13 return this.arr[index];

14 }

15

16 void m3() {

17 synchronized (this) {

18 index = index - 1;

19 }

20 }

21 }

1. Even though the class is using some synchronization, it is not thread-safe. Explain why this
class fails to be thread-safe.

2. Suppose the ConTeGe tool discussed in the lecture generates tests for the class. Provide a
test that could expose a thread safety bug in the class. Use the following template to provide
your solution, where each line should be filled by one method call.

TestMe x = new TestMe();

X

X
X
X

Thread 1 Thread 2
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3. Show an execution of the above test that causes an exception by providing the sequence of
line numbers of the class that get executed in an order that is (i) possible with the test
provided above and (ii) ends in an ArrayIndexOutOfBoundsException that does not happen
in any linearization of the test.
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Appendix

You may remove the pages of the appendix to allow for easier reading.

For Part 2: Transition rules of the abstract machine for SIMP (copied
from Fernandez’ book).
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